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REMARKS 

1. Introduction 

In response to die CHEBcc Action dated November 20> 2007, which was made finals and in 
conjunction widi the Requefit for Continued Examination (RCE) submitted herewidi, claims 1 and 16 
have been amended. Claims 1-30 remain in the application. Re-examination and re-consideration of 
the application, as amended, is requested, 

XL Prior Art Rejections 

A. The Office Action Rejectjoas 

On pages 2-5 of the Office Action, claims l--?, 10-22 and 25-30 were rejected under 35 
U.S.C. §1 02(e) as being anriapated by U,S. Patent No, 7,143,289 penning), and claims 8, 9, 23 and 
24 were rejected under 35 U.S.C. §103 as being obvious in view of the combination of Denning and 
U.S. Patent AppUcation PubUcadonNo. 2003/0108202 (Clapper). 

Applicants' attorney respectfully traverses these rejecdons. 

B. The Applicants* Independent Claims 

Independent claims 1 and 16 are generally directed to data set comparison and net change 
processing by a computer. Independent claim 1 is representative and recites a method for 
idenrificadon, processing, and comparison of location coordinate data in a confidential and 
anonymous rnanner, comprising: receiving a plurality of fixed coordinates, each independendy 
representing a location of aji item; udli2ing a cryptographic algorithm to encrypt the plurality of 
fixed coordinates, thereby forming a processed data; and comparing the processed data to at least a 
portion of secondary data diac comprises one or more fixed coordinates to determtae whedier a 
match exists between the encrypted fixed coordinates of the processed data and the fixed 
coordinates of the secondaiy data. 

C. The Denning Reference 

Denning describes a system and method for delivering encrypted information in a 
communication network using location identity and key tables, wherein access to digital data is 
controlled by encrypting th<; data in such a manner that, in a single digital data acquisition step, it can 
be decrypted only at a specified location, within a specific rime frame^ and with a secret key. Data 
encrypted in such a manner is said to be geo-encrypted. This geo-encxyption process comprises a 
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mediod in which plaintext <lata is first enciypted using a data encrypting key that is generated at the 
time of cnotypdon. The data encrypting key is then encrypted (or locked) using a key encrypting key 
and information derived firom the location of the intended receiver. The encrypted data encrypting 
key is then transmitted to die receiver along with tlic dphertext data. The receiver both must be at 
the correct location and must have a copy of the corresponding key decrypring key in order to 
derive the location informadon and decrypt the data encrypting key. After the data encrypting key is 
decrypted (or unlocked), it as used to decrypt the dphertext. If an attempt is made to decrypt the 
data encrypting key at an incorrect locadon or using an incorrect secret key, xhc decryption will &il. 
If the sender so elects, access to digital data also can be controlled by encrypting it in such a tnanner 
that it must traverse a specific route from the sender to the recipient in order to enable decryption of 
the data. Key management can be handled using either private-key or public-key cryptography. If 
private-key cryptography is used> the sender can manage the secret key decrypting keys required for 
decryption in a secure maiuier that is nransparenr to the recipient. As a consequence of its abiKty to 
manipxJate the secret keys, tlie sender of encrypted data retains the ability to control access to its 
plaintext even after its initial transmission. 

D The Clappci: Reference 

Clapper describes legation dependent encryption and/or decryption, wherein encryption and 
decryption may be tied to physical location information, e.g., GPS or other position data. 
Decryption keys may be delined with respect to a location at which decryption is to occur. A clock 
may be used ro^ ensure decryption is occntdng at a desired decryption location. For security, names 
may be associated with GPS position data, where encrypted data and a natne associated with 
position data may be provided to a recipient, and the recipient is required to know or have access to 
the position data associated with the name in order to compute a decryption key. For additional 
security, encryption may also be performed with respect to position data for an encryption location, 
where an identifier associat«:d with the encryption location is provided to the recipient, and the 
recipient is required to know or have access to the position data associated with the second name. 
Other etnbodimcnts are disclosed. 

E. The Applicants* Invention is Patentable Over die References 
The Applicants' claimed invention is patentable over the references, because the claims 
contain limitations not taught by the reference. Specifically, Applicants' invention is designed to use 
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a cryptographic algorithm to identify, disclose and compare multiple sets of coordinates representing 
the location of a particular item in a secure and confidential manner. These essential features are not 
. taught or sijggested by the i-eferences. 

The Office Action, on die other hand, asserts diat Denning shows all the elements of the 
independent claims at the locations set forth below: 




Dentiing: Fig . 6 
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Denning: cciL 3. lines 23-27 

Data encrypted in such a manner is said to be geo-encrypted. This geo- 
eacxyption process comprises a mediod in which plaincexc data is first encrypted 
u$ing a random datJi encryption key that is generated at the time of encryption- Tlie 
data enctj^ting kty i& then encrypted (or locked) using a location value and a 
key enctypting key. The encrypted data encrypting key is then transmitted to 
the receiver along with the ciphertext data. The receiver both mu$t be at the 
cotrecc location and must have a copy of a corresponding key decrypting key in 
order to derive the location key and decrypt tho data encrypting key. After the data 
encrypting key is decrypted (or unlocked), it is used to decrypt the ciphertext. If an 
attempt is made to decrypt die data encrypting key at an incorrect location or using 
an incorrect key decryption key, the decryption will fail. In addition, the encrypted 
data encrypting key or ciphertext optionally may be rendered unusable so that it 
becomes impossible, to ever decrypt that particular ciphertexL The data encrypting 
key may also be encrypted in a manner that it can only be accessed at a certain time 
or during a specific time firame. 

Dgnning^ coL 6. lines 17-21 

Associating Location Identity. A method of marking digital data 
eacryption keys wxth a location identity attribute. 

Derming: coL 12. lindfi 39>-4ft 

Then, at stqi 314, die process generates a random data encrypting key 524. 
This data encrypting key 524 is used to encrypt the plaintext digital information 518 
at step 516 to produce geo-encrypted digital information 520. The data encrypting 
key 524 is then encrTpted at step 522 using the location value 507 and the key 
encrypting key 307a The geo-cncryptcd digital information 520, the encrypted 
data encrypting key 526 (also referred to below as a cipher key), the shape 
parameter 509, and the key ID 505 are then communicated to the receiver 
device 400. Aitemjits to decrypt the geo-encrypted information 520 by a 
receiver device 400 will be denied unless the location of the receiver device 
400 matches the location specified by the location identity attribute 140 and 
the receiver device 400 has the correct key deciypting key identified by the 
key ID 505* 

Denning^ co l. 16. lines 29-33 

The Geo-Dc;crypt function 720 has five inputs, including: (1) Shape Parm 
509; (2) Key ID 505; (3) Cipher Key 526j (4) IV 708; and (5) Ciphertext 520. The 
Geo-Decrypt function 720 decrypts Ciphertext 520 using Data Encrypting Key 524 
and IV 708, and includes Sub-function Decrypt 724 and accesses the Gco-Unlock 
Key function 820 (described below with respect to FIG. 8). Data Encrypting Key 
524 is determined by unlocking the Cipher Key using the Geo-Unlock Key function 
820. The Geo-Unlock Key function 820 decrypts the Cipher Key 526 using the 
key deciypting key idendfied by Key ID and a location value detetmined from 
the Shape Parm 509 and a GPS sign^ 727 in order to yield the Data 
Encrypting Key 524. The Decrypt sub-function 724 decrypts the Ciphertext 520 
using the Data Encrypting Key 524 and IV 708 in order to reconstmct the Plaintext 
518, It should be appreciated that die Decrypt sub-function 724 would be the 
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inverse of tbe Encijpt sub-function 706 used by the Geo-Encrypc fimcrion 700 
described above. 

Applicants* actomey disagrees with this analysis. 

The above portions of Denning merely describe how access to digital data is controlled by 
encrypting the data in such a manner that, in a single digital data acquisition step, it can be decrypted 
only at a specified locadon and with a secret key. Moreover, Denning describes how, if the sender so 
elecrs, access to digital data also can be controlled by encrypting it in such manner that it must 
traverse a specific route firotn the sender to the recipient in order to enable decryption of the data. 

However, the above portions of Denning do not teach or suggest receiving a plurality of 
fixed coordinates, each independently representing a location of an item; utilising a cryprographic 
algorithm CO encrypt the plurality of fixed coordinates, thereby forming a processed data; and 
comparing the processed data to at least a portion of secondary data that comprises one or more 
fixed coordinates to determine whether a match exists between the encrypted fixed coordinates of 
the processed dara and die fixed coordinates of the secondary data. 

Instead, the above portions of Denning merely describe geo-encrypting data, ie., encrypting 
data using a random data encryption key, encrypting or locking the random data encrypting key 
using a location value and a key encrypting key, and then transmitting the encrypted random data 
encrypting key to a receiver along with the data encrypted by the random data encryption key. 

However, nowhere does Denning describe the encrypted data as being location coordinate 
data, and nowhere does Denning describe a comparison being performed on the encrypted location 
coordinate data. 

Thus, tbe Denning reference does not teach or suggest the limimtions of Applicants* 
independent claims. Indeed, Denning does not operate in the same context as Applicants', claims^ 
namely using a cryptographic algorithm to identify, process and compare multiple sets of 
coordinates, each set of coordinates independently representing the location of a particular item, in a 
secure and confidential manner. 

Moreover, the Clapper reference does not overcome the deficiencies of the Denning 
reference. Recall that Ckppiir was cited only against dependent claims 8-9 and 23-24 and only for 
disclosing a uniform and non-uniform grid, in the context of overlaying a residential area. 

Tlius, Applicants' attorney submits that independent claims 1, 18, 34 and 51 axe allowable 
over Denning and Clapper. Further^ dependent claims 2-17, 19-33, 35-50 and 52-66 are submitted 
to be allowable over Denning and Clapper in the same manner, because they are dependent on 
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independent claims 1,18, 34 and 51, respectively, and thus contain all the limitations of the 
independent claims. In addition, dependent claims 2-17, 19-33, 35-50 and 52-66 recite additional 
novel elements not shown by Denning and Clapper. 



IIL Conclu-^ion 

In view of the above, it is submirted that this application is now in good order for aDowance 
and such* allowance is respectfully solicited Should the Examiner believe tninor matters still remain that 
can be resolved in a telephone interview, tlie Examiner is urged to call Applicants' undersigned 
attorney. 

Respcctfiilly submitted, 

GATES & COOPER LLP 
Attorneys for Applicant 

Howard Hughes Cencer 
6701 Center Drive West, Suite 1050 
Los Angeles, CaEfomia 90045 
(310) 641^8797 

Date: February 20. 2QQ8 
GHG/kay 

G&C 30571.30Q-US-01 




Name: Ofeorge'H. Gates 
Reg. No.: 33,500 
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